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ABSTRACT

The rapid development of digital technology has transformed the way younger generations build their
identities, interact socially, and engage in global communication. In Indonesia, the high use of the internet

and social media among adolescents has not been accompanied by adequate competencies in digital ethics,
critical literacy, and online safety. The National Digital Literacy Index indicates that Indonesia’s digital
literacy remains at a moderate level, particularly in the areas of digital ethics and digital safety. In addition,
adolescents are vulnerable to misinformation and digital manipulation, highlighting the need for
educational interventions based on ethics and digital responsibility. This Community Service Program
aims to improve digital literacy and ethical social media practices among students of SMK 47 Jakarta
Selatan through collaboration with Universiti Sains Islam Malaysia. The program was implemented
through workshops, interactive discussions, and pre-test and post-test evaluations. The results showed
improvements in students’ understanding of digital ethics, information verification, responsible social
media behavior, and digital safety. The program also strengthened institutional collaboration at the
ASEAN level and produced an ethics-based digital literacy educational module for vocational school
students.
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INTRODUCTION

Advances in information and communication technology have propounly reshaped
how individuals build relationships, form identities, and participate in contemporary
social life. Among the many platforms driving this shift, social media has emerged as
the dominant space through which young people express themselves, expand their
networks, consume information, and participate in conversations that cross national and
cultural boundaries. In Indonesia, the scale of this engagement is signipicante.
DataReportal recorded 185.3 million internet users at the beginning of 2024,
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representing 66.5% of the national population, while 139 million of these individuals
were classified as active social media users, equivalent to 49.9% of the total population
(DataReportal, 2024). The platforms commanding the widest reach include WhatsApp,
with a monthly usage rate of 90.9%, followed by Instagram at 85.3%, and TikTok, which
has grown particularly rapidly. According to the October 2024 Global Statshot Report,
Indonesia now holds the distinction of hosting the world's largest TikTok audience, with
advertising reach extending to more than 165 million users aged 18 and above (Kominfo,
2024).

To understand the implications of this landscape more precisely, Table 1

consolidates key digital indicators for Indonesia drawn from verified secondary sources.

Table 1. Key Digital Indicators for Indonesia

Indicator

Total internet users in
Indonesia (Jan 2024)

Active social media
users in Indonesia (Jan

2024)

TikTok
advertising reach (Oct
2024)

Indonesia's

National Digital
Literacy Index,
Indonesia (2022)

National Digital
Literacy Index,

Indonesia (2024)

Indonesian Digital
Society Index / IMDI
(2024)

Critical digital literacy
among Indonesian
adolescents

Data

185.3 million (66.5% of
population)

139 million (49.9% of
population)
More than 165 million
(world's largest TikTok
audience)

3.54 / 5.00, categorized as
Moderate

3.49 / 5.00, with weaknesses
in Digital Ethics and Digital
Safety pillars

43.34 on a scale of 0 to 100,
slight growth from 43.18 in
2023

Underdeveloped,
particularly in information
verification and digital
safety

Source

(DataReportal, 2024; We Are
Social & Meltwater, 2024)

(DataReportal, 2024)

(We Are Social & Meltwater,
2024)

(Kominfo &  Katadata
Insight Center, 2023)
(Kominfo &  Katadata
Insight Center, 2024)
(Kominfo &  Katadata
Insight Center, 2024)
(Luthfia et al, 2021;

Rahmawati
2024)

& Prasetyo,

What makes these figures particularly instructive is the age composition of social

media users across Indonesian platforms. Data from NapoleonCat reveals that the 18 to
24 age bracket constitutes the largest active user segment on Instagram alone,
underscoring how deeply embedded adolescents and young adults are within
Indonesia's digital ecosystem (NapoleonCat, 2024). For students enrolled in vocational

institutions such as SMK 47 Jakarta Selatan, immersion in multi-platform digital
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environments begins at an early stage and continues to intensify throughout their
formative years.

However, the breadth of social media access should not be mistaken for the depth
of digital competence, especially with respect to its ethical and critical dimensions. The
Survei Status Literasi Digital Indonesia, conducted annually by Kominfo in partnership
with Katadata Insight Center, returned a national digital literacy score of 3.54 out of 5 in
2022, placing Indonesia in the moderate category (Kominfo, 2023). This result highlights
a persistent and troubling gap between technical fluency and the higher-order
competencies required for responsible and ethical online participation. More recent data
from 2024 places the index at 3.49 on the same scale, indicating that meaningful progress
in closing this gap has yet to be made (Kominfo, 2024). Notably, the Digital Ethics and
Digital Safety pillars have recorded the lowest scores in each successive survey cycle, a
pattern that points to structural rather than incidental weaknesses in how Indonesians
engage digitally.

These systemic deficiencies are further borne out in the literature. Luthfia et al.
demonstrated that Indonesian youth, despite their widespread digital access, have not
developed the critical literacy competencies necessary to evaluate information sources,
identify misinformation, or appreciate the lasting consequences of their digital footprint
(Luthfia et al., 2021). This gap carries real risks, particularly on platforms where
unverified content circulates at speed and volume. Firdaus reinforces this concern,
noting that misleading content appears with regularity on platforms such as TikTok,
Facebook, and YouTube, and that Generation Z students in Indonesia encounter
particular difficulty in separating credible information from disinformation (Firdaus,
2025). Consistent with these findings, Rahmawati and Prasetyo confirm that the label of
digital native, frequently applied to this cohort, does not necessarily correspond to
critical digital literacy, leaving young people meaningfully exposed to misinformation
(Rahmawati & Prasetyo, 2024).

Situating these challenges within the broader ASEAN context reveals that
Indonesia is far from being the only country confronting this problem, al though the
regional picture is uneven. The ASEAN Foundation's Digital Literacy Programme
Research Report documents considerable variation in how member states have
prioritized and institutionalized digital literacy (ASEAN Foundation, 2024). Singapore's
IMDA operates the Digital for Life initiative, Malaysia's MCMC provides regulatory
oversight for digital literacy programs, and Vietnam has embedded digital literacy
mandates within its communications ministries, all representing stronger formal
institutional commitments than those currently evident in Indonesia. The ASEAN
Digital Literacy Programme covering 2022 to 2024 identified capacity building, public
awareness, and regionally coordinated research as the most pressing intervention
priorities, while simultaneously acknowledging that the uptake of structured digital

education in schools across the region remains low, particularly in emerging economies
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where many young people still lack access to such programs (ASEAN Foundation,
2024). This uneven regional landscape strengthens the case for social media education
initiatives that are both responsive to local conditions and attentive to ASEAN-wide
dynamics in the region.

The partner institution in this program, SMK 47 Jakarta Selatan, is a state-run
vocational high school loc ated in the Kebayoran Lama sub-district of South Jakarta. The
school serves students across several vocational tracks, including Multimedia, Office
Administration, and Accounting. The presence of a dedicated multimedia program
makes this institution a particularly illuminating case, as digital tools function
simultaneously as objects of formal academic study and as the primary medium through
which students communicate and consume content on a daily basis. Despite this dual
relationship with digital technology, structured education in digital ethics and
responsible social media practice has not been incorporated into the school's formal
curriculum. Initial coordination discussions with the school management identified
three interconnected root causes underlying this situation.

The first concerns the nature of students' existing digital literacy, which remains
largely technical. Students demonstrate facility with navigating platforms and
producing content but have had little structured exposure to the ethical, critical, and
globally oriented dimensions of digital engagement. The second root cause relates to the
formation of identity. The integration of cultural and national values into students'
social media practices has not been systematically addressed within the educational
framework, resulting in digital engagement that tends to be entertainment-driven rather
than reflective of a conscious national or cultural identity. The third concerns civic and
character development. No structured mechanisms currently exist to support students
in using social media as a space for developing digital citizenship or for engaging
responsibly in ASEAN and global digital conversations. Together, these three conditions
constitute an interconnected problem structure that this program has been designed to
address through targeted, participatory, and contextually grounded educational

interventions.

METHOD

The method used in the community service activity with the theme "Social Media
Education for the ASEAN Digital Generation: Strengthening Identity and Global
Responsibility” at SMK 47 Jakarta Selatan was carried out through four main
approaches: 1) Lecture method, used to deliver material orally and directly to
participants so they could understand the concepts clearly and comprehensively,
particularly regarding digital literacy, social media ethics, identity formation, and global
responsibility (Nurhaliza et al, 2021). 2) Interactive discussion, through which
participants were encouraged to analyze real-life digital experiences, identify challenges

in social media use, and relate them to relevant theoretical frameworks, while being
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given space to ask questions and express opinions to foster critical and reflective

understanding (Kamaryani, 2019). 3) Simulation, defined as the process of imitating

real-world conditions to illustrate desired behavioral characteristics, such as practicing

responsible online communication, responding to misinformation, and creating positive

and culturally rooted content that reflects national identity and ASEAN values

(Qusyairi, 2020). 4) Evaluation implementation, conducted to systematically and

effectively monitor both the process and outcomes of the program, measure participants'

understanding of social media ethics and digital citizenship, and assess the

strengthening of identity and global responsibility after completing the activity.

Figure 1: Methodology of the Community Service Program Implementation

Start | Problem Formulating o Identifying
e Identification Solutions = Stakeholders
Creating a Program 5| Program 3| Program Evaluation »| Follow-up Plan

Implementation

A 4

Delivery of o Reporting
material, Digital literacy
discussion, and education with
practice nationalistic ethics

The sequence of activities from the preparation to the implementation of the

program is outlined through seven structured stages:

1.

Problem Identification. Identifying the main issues faced by students of SMK 47
Jakarta Selatan, particularly regarding limited awareness of social media ethics,
digital responsibility, and the role of youth in representing national identity
within ASEAN and global digital spaces. At this stage, coordination and
academic consultation were conducted with Universiti Sains Islam Malaysia
(USIM) as an international partner to enrich perspectives on digital citizenship
and ASEAN youth engagement.

Formulating Solutions. Designing educational interventions to increase
students' understanding of digital literacy, ethical online behavior, identity
strengthening, and global responsibility. USIM contributed through academic
input and comparative insights into youth digital education in the ASEAN
context.

Identify Stakeholders. This program involves SMK 47 Jakarta Selatan as the
primary beneficiary institution and Universiti Sains Islam Malaysia (USIM) as

an international academic partner of the program. Other stakeholders include
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teachers, students, higher education facilitators and relevant educational
authorities. All parties share a commitment to promoting responsible social
media use and strengthening youth identity within regional and global
frameworks.

4. Program Development. Designing a structured training module to address
social media ethics, digital citizenship, ASEAN awareness, and global
responsibility. Collaboration with USIM supported the development of
contextual and comparative materials aligned with regional digital challenges
and the best practices.

5. Program Implementation. The program was implemented through lectures,
discussions, simulations, and participatory activities involving students at SMK
47 Jakarta Selatan. The activity emphasized practical engagement, critical
thinking, and the creation of positive digital content that reflects Indonesian
identity and ASEAN values.

6. Program Evaluation. The evaluation measured participants' understanding of
digital literacy, ethical awareness, identity strengthening, and global
responsibility. Together with USIM as an academic partner, the evaluation
results were analyzed to assess the programs effectiveness and impact.

7. Follow-up Plan. Follow-up actions were designed to ensure program
sustainability, including the development of continuous digital literacy
initiatives, strengthening school-university collaboration, and potential
expansion into broader ASEAN youth engagement programs in partnership
with USIM.

This program produces science and technology (IPTEK) in the form of a digital
literacy education model based on ethics, identity strengthening, and global
responsibility for vocational high school students as part of the ASEAN digital
generation. Through a structured training program covering ethical social media use,
digital literacy, ASEAN awareness, and global citizenship, the activity increased
participants' awareness of their role as responsible digital citizens. The program also
involves university students as facilitators, supports the Merdeka Belajar Kampus
Merdeka (MBKM) policy, and generates evaluation instruments and potential academic
publications. This IPTEK contributes to building a responsible digital community that
upholds national values while actively engaging with the global digital environment.

RESULTS AND DISCUSSION

Result
The Community Service Program (PkM) titled "Social Media Education for the

ASEAN Digital Generation: Strengthening Identity and Global Responsibility" was
implemented at SMKN 47 Jakarta Selatan in collaboration with Universiti Sains Islam
Malaysia as an international academic partner. This program represents a form of

university commitment to fulfilling the Tri Dharma of Higher Education, particularly in
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the area of community service through digital literacy education and the promotion of
social media ethics.

The program aimed to enhance students' understanding of digital literacy, ethical
social media use, identity strengthening, and global responsibility within the ASEAN
digital ecosystem. The activities were specifically designed to address the growing
challenges faced by adolescents in navigating digital spaces, including misinformation,
cyberbullying, irresponsible online behavior, and limited awareness regarding digital
footprints and cultural identity representation in cyberspace.

The program was grounded in the rapid growth of social media use among
Indonesian youth. According to DataReportal (2024), Indonesia has 139 million active
social media users, with adolescents and young adults constituting the largest user
segment on platforms such as Instagram, TikTok and YouTube. Nevertheless, despite
their technical familiarity with digital platforms, many students still lack adequate
competence in digital ethics, information verification and responsible online
participation.

The activity involved students from several departments at SMKN 47 Jakarta
Selatan, particularly the Multimedia and Office Administration Departments. A total of
35 participants participated in the training program. The program was delivered
through a combination of lectures, interactive discussions, simulations, case study
analyses, and participatory evaluations.

The program was implemented in six structured stages. It began with problem
identification and coordination with the partner institution, followed by the
development of educational materials and a digital literacy module. The program then
moved to the delivery of training sessions, which were accompanied by interactive
simulations and case study discussions. Upon completion of the instructional activities,
program evaluation was conducted using pre- and post-test instruments. The final stage
involved follow-up planning and a sustainability discussion held with school
representatives to ensure the continuity and long-term impact of the program.

The sequence of activities carried out in this community service program is

presented in the following table.

Table 2. Community Service Activity Schedule

No Activity Time Duration

1 Participant Registration 08:00 - 08:30 30 minutes

2 Opening Ceremony 08:30 — 09:00 30 minutes

3 Delivery of Digital Literacy and Social | 09:00 - 10:00 60 minutes
Media Ethics Material

4 Interactive Discussion and Case Study | 10:00 —11:00 60 minutes

Analysis
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No Activity Time Duration

5 Simulation of Creating Positive Digital | 11:00 —12:00 60 minutes
Content

6 Evaluation and Reflection Session 13:00 — 13:45 45 minutes

7 Closing Ceremony 13:45 - 14:00 15 minutes

The content delivered throughout this program spanned eight interconnected
topics: an introduction to digital citizenship social media ethics and digital
responsibility information verification and hoax prevention digital footprint awareness
cultural identity representation in the ASEAN digital space strategies for positive
content creation cybersecurity and account protection and global responsibility in online
communication.

The participants demonstrated a high level of enthusiasm throughout the
activities. During the interactive discussion, students actively shared their experiences
related to social media use, online trends, digital conflicts, and misinformation
encountered in their everyday digital interactions. Participants also showed strong
engagement during the simulation of responsible online communication and positive
content creation.

The simulation activities encouraged students to produce examples of social
media content that reflected Indonesian cultural identity, ASEAN awareness and ethical
online behavior. Participants were guided on how to combine visuals, captions,
hashtags, and communication strategies appropriate to each platform's characteristics
while maintaining professionalism and cultural sensitivity.

The evaluation results indicated a significant improvement in the participants'
understanding of digital ethics and responsible social media use. Based on the pre- and
post-test results, students demonstrated increased awareness across several key
dimensions: how to identify misinformation and hoaxes, the importance of maintaining
polite online communication, the protection of personal digital data, an understanding
of the long-term consequences of digital footprints, and the importance of positively
representing Indonesian cultural identity in global digital spaces.

The implementation of this program also strengthened institutional collaboration
between Universitas Mercu Buana, SMKN 47 Jakarta Selatan, and Universiti Sains Islam

Malaysia (USIM). Through this collaboration, comparative perspectives on ASEAN

digital citizenship education were integrated into the program's materials and activities.
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Figure 2. Delivery of Digital Literacy Figure 3. Interactive Discussion Session
Material with Participants

Figure 4. Simulation of Positive Digital Figure 5. Group Photo with
Content Creation Participants and Partners

The outputs produced from this community service program encompassed five
principal deliverables: a digital literacy and social media ethics training module, pre-
and post-test evaluation instruments, documentation of program implementation,
publication in online mass media, and preparation of a scientific article for submission

to a Sinta-indexed journal.

Discussion

This community service program affirms that technical proficiency in operating
digital tools, regardless of its level, does not by itself produce the ethical judgment or
critical awareness necessary for responsible participation in the contemporary digital
ecosystem. This reality is clearly reflected in Indonesia's National Digital Literacy Index
data for 2024, which reached only 3.49 on a scale of 5.00, with the Digital Ethics and
Digital Safety pillars consistently occupying the lowest positions among all measured
components across successive assessment cycles.

The results obtained from the program's implementation at SMKN 47 Jakarta
Selatan paint a representative picture of this condition. Students arrived with genuine
fluency in using platforms such as Instagram, TikTok, and YouTube, yet their
understanding of ethical responsibilities, digital citizenship dimensions, and the
reputational consequences of their everyday digital activities remained considerably
limited. This gap between navigational skills and meaningful digital competence aligns
with the concern raised by Horbatyuk and Aleksandrovych (2024), who assert that
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authentic digital responsibility cannot be reduced to mere technical knowledge but rests
on an ethical disposition that can only be formed through systematic and purposefully
designed education. In a similar vein, Soriano et al. (2021) conclude that ethical
awareness and responsible digital behavior do not emerge organically from technology
use itself but must be consciously embedded in educational program design from the
earliest stages. This program responds to both perspectives by positioning digital ethics,
cultural identity, and global responsibility at the core of its pedagogical design rather
than as supplementary components of an incidental nature.

The broad thematic scope of the program, encompassing digital citizenship,
information verification, digital footprint awareness, cultural identity representation,
responsible online communication, cybersecurity, and global responsibility, reflects the
integrated digital citizenship model developed by Ribble (2015). In that model, each
competency domain does not stand alone but is interconnected with and mutually
reinforces the others. This integration is not merely a theoretical proposition because in
practice the participants reported that the program helped them understand the ethical
dimensions of their social media habits in ways that felt close and relevant to their actual
daily lives.

Among all the topics addressed, digital footprint awareness received the most
enthusiastic responses from the participants. The majority had never previously
considered that their digital activity leaves behind a permanent record accessible to
employers and educational institutions during selection and evaluation processes. This
finding aligns with Parkins (2022) research, which demonstrated that structured
workshop-based interventions can shift how participants perceive the long-term
consequences of their online behavior, particularly when the material delivered is
connected to concrete situations they will encounter in their future academic and
professional lives. The enthusiasm observed during this session reinforces the
importance of linking digital literacy education to tangible consequences directly
relevant to students' lives.

Another meaningful contribution of this program lies in the way it frames the
relationship between social media and cultural identity. Rather than allowing students
to view digital platforms as neutral channels, the program encouraged them to
recognize that digital space is genuinely an arena where cultural values are negotiated
and displayed to the world, as well as a space in which Indonesian identity can be
represented with dignity within the ASEAN and the global community. This
perspective corresponds closely with the argument advanced by Oliver (2022) regarding
the challenges facing higher education in the Fourth Industrial Revolution era,
specifically how educational institutions can help learners balance their commitment to
local identity with responsibilities that are inherently cross-border in nature.

The regional dimension of this perspective is further reinforced by Lee et al.

(2021), who demonstrate that identity formation in the ASEAN region is a layered
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process shaped by a combination of nationality, linguistic affiliation, and regional
solidarity. Within this framework, the students were not simply learning about social
media ethics in a generic sense but were learning to act as Indonesian digital citizens
who are conscious of their position within an ASEAN community that shares norms and
collective responsibilities. Simulation activities involving the creation of digital content
reflecting Indonesian cultural values for major platforms gave concrete expression to
this orientation, encouraging participants to position themselves as active and reflective
cultural producers rather than passive consumers of global content streams. This shift
in orientation is one of the most meaningful pedagogical achievements of the program.

The program's focu on digital communication ethics, covering topics such as
cyberbullying, hate speech, online harassment, and the spread of misinformation,
addresses a gap consistently identified by Daher et al. (2022), namely that these aspects
of communicative ethics are frequently neglected in formal education. The interactive
discussion sessions held throughout the program demonstrated that students were able
to connect the material to their direct experiences, including encounters with hoaxes and
conflicts in online spaces. The practical guidance delivered across the program, ranging
from verifying information before sharing it, maintaining account security and data
privacy, managing digital reputation, and using social media productively for personal
development, is consistent with the framework proposed by Daher et al. (2022). The
involvement of Universiti Sains Islam Malaysia as an international academic partner
further broadened participants' perspectives through a comparative approach to
ASEAN digital citizenship, while simultaneously supporting the implementation of the
Merdeka Belajar Kampus Merdeka initiative and various university key performance
indicators related to off-campus learning and community engagement. The program's
alignment with SDG 4 (Quality Education), SDG 16 (Peace, Justice and Strong
Institutions), and SDG 17 (Partnerships for the Goals) further consolidates its relevance
within the global development agenda, as Oliver (2022) argues that higher education
institutions in this era need to orient their community engagement toward frameworks
that connect local practice with international responsibility.

From a practical standpoint, this program demonstrates that a single-day
intervention designed around a combination of lectures, discussions, simulations, and
participatory evaluations can still produce a meaningful impact despite the time and
resource constraints characteristic of a vocational secondary school environment. The
module developed covers a comprehensive spectrum of digital citizenship
competencies and has the potential to be adapted to various other institutional contexts.
Evaluation results using the Importance-Performance Analysis instrument applied to 53
participants showed an average performance score of 3.29 against an importance score
of 3.31, yielding an aggregate gap of -0.02 that falls within the "Nearly Met" category.
Although this result broadly reflects positive reception from participants, three

indicators still require attention in future iterations, namely the relevance of program
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content to real community issues, the adequacy of supporting facilities and
infrastructure, and participant enthusiasm levels. On the other hand, four indicators
were rated as exceeding participant expectations, including team cohesion, facilitator
competence, quality of program delivery, and overall satisfaction, all of which confirm
the effectiveness of the facilitation approach employed.

However, scientific integrity requires acknowledgment of several limitations. The
most consequential limititation is the absence of longitudinal follow-up. Because all
evaluation data were collected within the single day of program implementation, it
cannot be determined whether improvements in participant knowledge and awareness
were sustained over time or manifested in actual changes in digital behavior. This is a
structural consequence that is common to single-session intervention designs. The
composition of the sample, drawn exclusively from two media-based vocational
programs at one school in South Jakarta, also limits the generalizability of findings to
other vocational tracks, different socioeconomic contexts, or geographic regions beyond
Jakarta. The absence of a control group further constrains the strength of causal
inference, as observed improvements cannot be attributed exclusively to the program
intervention itself. Additionally, the international partnership with USIM, while
enriching the program's content, was in practice realized more through the integration
of comparative perspectives into the curriculum than through direct interaction between
participants from Indonesia and Malaysia.

Each of these limitations simultaneously opens up productive directions for
future research. Longitudinal studies tracking participant development at intervals of
three, six, and twelve months following program completion would provide a
substantially stronger evidentiary foundation for determining whether interventions of
this kind produce sustained ethical and behavioral digital change. Quasi-experimental
designs comparing competency outcomes between students who participated in the
program and those who did not would strengthen causal grounds and consolidate the
argument for formal curriculum integration in the future. Replication of the program
model across more diverse vocational tracks and institutional contexts, including rural
and peri-urban schools, is also needed to test the extent to which this curriculum'’s
effectiveness holds across different student populations. Research that specifically
measures shifts in students' sense of cultural ownership as digital actors, going beyond
knowledge measurement alone, would fill a significant empirical gap in the literature.
At the regional scale, comparative studies across ASEAN member states would build
the urgently needed multinational evidence base for regional digital literacy policy
development, given the ASEAN Foundation's documentation of the uneven
institutionalization of digital literacy programs across the region. Nursanti and
Andriyantis (2021) research on language identities among multilingual Indonesian
students also opens a relevant avenue of exploration, specifically how language choice

and linguistic identity interact with cultural representation and ethical behavior on
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social media, a dimension that this program did not fully address. Finally, the
development of more intensive cross-ASEAN collaborative models, in which students
from various member states interact directly through shared digital platforms, is worth
pursuing as a direction for subsequent programs to deepen cross-cultural digital

citizenship understanding in a more substantive and meaningful way.

CONCLUSION

This community service program demonstrated that a structured educational
intervention, when grounded in an integrated digital citizenship framework and
delivered through participatory pedagogical methods, can effectively address the
critical gap between technical digital proficiency and ethical competence among
vocational secondary school students in Indonesia. Through its implementation at
SMKN 47 Jakarta Selatan in collaboration with Universiti Sains Islam Malaysia, the
program successfully achieved its primary objectives, with participants showing
measurable improvements in their understanding of digital ethics, information
verification, digital footprint awareness, cultural identity representation, and global
responsibility within the ASEAN digital community, as confirmed by pre-and post-test
instruments and Importance-Performance Analysis results that recorded a performance
score of 3.29 against an importance mean of 3.31. At the theoretical level, these findings
provide empirical support for Ribble's (Ribble, 2015) integrated model of digital
citizenship while affirming the positions of Horbatyuk and Aleksandrovych (2024) and
Soriano et al. (2021) that ethical digital competence must be deliberately cultivated
through coherent educational design rather than assumed to emerge from technical
exposure alone At the practical level, the replicable module developed through this
program offers a concrete resource for educators and curriculum developers seeking to
integrate digital ethics education into formal vocational curricula. Certain limitations
must nonetheless be acknowledged, including the absence of longitudinal follow-up,
the restriction of the sample to two media-adjacent vocational programs at a single
institution in South Jakarta, the lack of a control group, and the partial realization of the
ASEAN citizenship dimension due to the absence of direct cross-national participant
interaction, all of which constrain the generalizability and causal strength of the
findings. Future community service programs in this domain would benefit from
incorporating longitudinal evaluation mechanisms, quasi-experimental designs,
replication across more diverse institutional and geographic contexts, and more
intensive forms of cross-ASEAN student collaboration Comparative research spanning
multiple ASEAN member states would contribute to the multinational evidence base
that regional digital literacy policy urgently requires, collectively affirming that this

program represents a meaningful and replicable contribution to the development of
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ethical, culturally grounded, and globally responsible digital citizenship education for

Indonesian vocational learners.
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