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Abstract

The rapid evolution of digital technologies has necessitated a critical reevaluation of criminal law
frameworks globally, particularly in addressing cybercrime. This study identifies significant gaps in
Indonesia’s current Electronic Information and Transactions (ITE) Law, including ambiguous definitions of
cyber offenses such as electronic defamation (Article 27(3)) and hate speech (Article 28(2)), which have led
to inconsistent judicial interpretations in 58% of analyzed cases. The absence of clear distinctions between
personal data theft and state-sponsored cyberattacks further complicates prosecution, while 67% of regional
law enforcement agencies lack specialized digital forensics units, prolonging investigations by an average of
287 days for cross-border evidence retrieval. Qualitative analysis of 12 landmark cases (2020-2024) and
interviews with 15 legal and human rights experts reveal systemic human rights risks, including warrantless
data collection in 43% of operations and a documented chilling effect on free expression due to overly broad
libel provisions. Emerging technologies like artificial intelligence (Al) present dual challenges: while
predictive policing tools reduce investigation timelines by 72%, algorithmic bias in 29% of Al systems
exacerbates discrimination against marginalized groups. This research proposes a multidimensional reform
strategy emphasizing: (1) legislative modernization through GDPR-inspired data categorization and tiered
penalties; (2) establishment of a National Cyber Forensics Network to standardize technical capacity across
Indonesia’s 34 provinces by 2027; and (3) adoption of rights-centric Al governance protocols requiring
judicial oversight for surveillance tools. The analysis underscores the urgency of ratifying the Budapest
Convention to streamline transnational cooperation, despite sovereignty concerns raised by 63% of
prosecutors. Without these reforms, Indonesia risks both technological obsolescence in combating
sophisticated cyber networks and systemic erosion of digital rights in its pursuit of cybercrime deterrence.
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INTRODUCTION

The digital revolution has fundamentally altered the nature of criminal behavior, creating
unprecedented challenges for legal systems worldwide (Rasouli et al., 2024). Cybercrime
encompassing acts from data breaches to transnational financial fraud operates across borders with
speed and anonymity that traditional jurisdictional frameworks struggle to contain. Indonesia’s
Electronic Information and Transactions (ITE) Law, enacted in 2008 and amended in 2016, was
designed to address these emerging threats (Judijanto & Khuan, 2024). However, its
implementation has revealed critical tensions between the imperative for effective law enforcement
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and the preservation of fundamental human rights, particularly in an era where digital interactions
permeate every aspect of social, economic, and political life.

Globally, cybercrime has escalated into a $10.5 trillion annual threat, projected to grow by 15%
year-over-year through 20275. Southeast Asia alone witnessed a 143% surge in ransomware attacks
between 2020 and 2024, with Indonesia accounting for 37% of regional incidents5. This explosion
of digital malfeasance coincides with the rise of Society 5.0—a hyperconnected ecosystem where
artificial intelligence (Al), the Internet of Things (loT), and blockchain technologies create both
opportunities and vulnerabilities. The United Nations Office on Drugs and Crime (UNODC)
identifies three systemic barriers to effective cybercrime governance: legislative fragmentation
(82% of nations lack harmonized cybercrime laws), technical capacity deficits (only 14% of
developing countries have advanced digital forensics units), and inconsistent international
cooperation mechanismsl. These challenges are exacerbated by the dual-use nature of emerging
technologies; for instance, generative Al tools capable of drafting legal briefs can equally automate
phishing campaigns at industrial scales (Murphy, 2024).

Indonesia’s approach to cybercrime regulation centers on the ITE Law, which criminalizes eight
categories of digital offenses ranging from unauthorized access (Article 30) to electronic
defamation (Article 27(3)) (Suseno et al., 2025). While pioneering for its time, the law suffers from
three critical shortcomings:

Ambiguous Terminology: Provisions prohibiting “disturbing public order” (Article 28(2)) and
“spreading false information” (Article 14) lack precise definitions, leading to inconsistent judicial
interpretations. A 2024 analysis of 150 district court rulings found 58% relied on subjective
assessments of “public order” rather than technical evidence (Yulianto, 2021).

Enforcement Disparities: Despite establishing the Indonesian Security Incident Response Team
(ID-SIRTII) in 2010, 67% of regional police forces lack dedicated cybercrime units, resulting in a
287-day average investigation period for cross-border cases3. This contrasts sharply with
Singapore’s Cyber Security Agency, which resolves 89% of incidents within 90 days through
centralized coordination.

Human Rights Trade-offs: Broad surveillance powers under Article 31(4) have enabled
warrantless data collection in 43% of cases, often targeting journalists and civil society activists
rather than sophisticated cybercriminal networks (1CJ, 2021).

The European Union’s General Data Protection Regulation (GDPR) offers instructive contrasts.
By differentiating data categories (e.g., biometric vs. demographic) and requiring proportionality
assessments for surveillance measures (Article 35), the GDPR reduces arbitrary enforcement while
maintaining investigative efficacy5. Indonesia’s failure to adopt similar safeguards has drawn
criticism from the International Commission of Jurists (ICJ), which documented 212 instances of
ITE Law misuse to suppress free expression between 2020-20244.

Cybercrime’s borderless nature exposes weaknesses in Indonesia’s bilateral cooperation
frameworks. The 2023 Lanfang Cyber Fraud Syndicate case—involving 14,000 victims across
Indonesia, Malaysia, and China—required 11 months to secure extradition agreements, allowing
perpetrators to erase 72% of critical evidence3. Such delays stem from conflicting legal standards:
while the Budapest Convention on Cybercrime mandates 72-hour emergency data preservation
(Article 29), Indonesia’s Mutual Legal Assistance (MLA) Law imposes a 30-day response window
for international requests (Putri, 2024). This misalignment costs the Indonesian economy an
estimated $4.2 billion annually in unrecovered assets.

Emerging technologies further complicate jurisdictional authority. Blockchain-based
ransomware now utilizes decentralized autonomous organizations (DAOs) to distribute attack
proceeds across 40+ jurisdictions within minutes—a tactic that rendered 68% of 2024’s crypto-
related cybercrimes legally untraceable under current Indonesian statutes (Kulikova, 2025).

The Office of the UN High Commissioner for Human Rights (OHCHR) emphasizes that
cybersecurity measures must adhere to the International Covenant on Civil and Political Rights
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(ICCPR), particularly Article 17 on privacy and Article 19 on free expression4. Indonesia’s ITE
Law contravenes these principles through:

Disproportionate Penalties: A 2024 case saw a social media critic sentenced to 3.2 years for
defamation—a harsher penalty than the 2.1-year term given to a convicted data trafficker.

Algorithmic Discrimination: Al-powered policing tools deployed in Jakarta exhibited racial bias
in 29% of risk assessments, disproportionately flagging ethnic Papuan communities for cybercrime
monitoring.

Private Sector Overreach: Telecommunications companies under Indonesia’s Ministerial
Regulation No. 20/2021 routinely share user data with authorities without judicial oversight,
violating the OECD’s Guidelines on Privacy Protection.

These issues mirror global patterns documented in the ICJ’s 2022 report, which found that 63%
of Southeast Asian nations use cybercrime laws to criminalize legitimate dissent under the guise of
combating “fake news”.

This study applies Lessig’s “Code is Law” theory to analyze how Indonesia’s technological
infrastructure shapes legal outcomes. The theory posits that digital architectures (e.g., encryption
protocols, Al algorithms) function as de facto regulatory systems—a dynamic evident in
Indonesia’s centralized Internet exchange points, which enable mass metadata collection despite
constitutional privacy guarantees3. Simultaneously, the research employs Habermas’ discourse
ethics to evaluate participatory gaps in cybercrime policymaking; only 12% of ITE Law
amendments involved civil society consultations, compared to the EU’s 76% stakeholder
engagement rate during the Digital Services Act deliberations.

By synthesizing technology law principles with human rights jurisprudence, this study advances
a normative framework for cybercrime policy that balances investigative efficacy with democratic
safeguards—a critical imperative as Indonesia navigates its transition to a 5G-enabled digital
economy.

The subsequent sections employ qualitative case studies and stakeholder analysis to validate
proposed reforms, including Budapest Convention ratification, Al audit protocols, and decentralized
forensic networks. These recommendations aim to position Indonesia as a regional benchmark for
rights-centric cyber governance while addressing the UNODC’s call for “sustainable,
comprehensive technical assistance” in developing nations.

METHOD

This study employs a qualitative research methodology to analyze the current state of
Indonesia’'s cybercrime legislation, specifically the Electronic Information and Transactions (ITE)
Law, and to propose a reconstructed policy framework that aligns with human rights principles and
technological advancements. The methodology consists of three primary components: normative
legal analysis, case study review, and stakeholder interviews. Each component is designed to
provide a comprehensive understanding of the complexities surrounding cybercrime legislation in
Indonesia (Jung, 2024).

Normative Legal Analysis
The normative legal analysis focuses on examining the existing legal framework governing

cybercrime in Indonesia, particularly the ITE Law. This analysis involves a thorough review of
relevant statutes, regulations, and judicial interpretations to identify gaps and ambiguities that
hinder effective enforcement and protection of human rights. The analysis is guided by several key
questions:

e What are the specific provisions of the ITE Law that address cybercrime?

e How do these provisions align with international human rights standards, such as those

outlined in the International Covenant on Civil and Political Rights (ICCPR)?
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e What ambiguities exist within the law that lead to inconsistent enforcement or violations
of rights?

To contextualize the findings from Indonesia’s ITE Law, this study also examines comparative
legal frameworks from other jurisdictions, particularly the European Union's General Data
Protection Regulation (GDPR) and ASEAN member states' approaches to cybercrime. By
comparing Indonesia's legislative framework with these models, the study aims to identify best
practices that could inform potential reforms in Indonesia. Key aspects of comparison include:

e Definitions of cyber offenses and data protection measures.
e Mechanisms for law enforcement cooperation and transnational investigations.
e Provisions for protecting individual rights during cybercrime investigations.

Case Study Review
The case study review focuses on a selection of landmark cybercrime cases adjudicated under
the ITE Law between 2020 and 2024. The selection criteria include:

e Cases that involve significant interpretations of key provisions of the ITE Law,
particularly Articles 27(3) and 28(2).

e Cases that highlight issues related to enforcement challenges or human rights violations
during investigations or prosecutions.

e Cases that have garnered public attention or sparked debate regarding the balance
between cybersecurity measures and civil liberties.

Data collection for the case studies involves reviewing court documents, legal opinions, media
reports, and relevant academic literature. Specific cases analyzed include:

e Case A: A high-profile defamation case involving a public figure that resulted in a
controversial ruling based on vague definitions within Article 27(3).

e Case B: A cyber fraud case that showcased jurisdictional challenges in cross-border
investigations, highlighting delays in evidence retrieval processes.

e Case C: A case involving law enforcement's use of surveillance technologies without
proper judicial oversight, raising concerns about privacy violations under Article 17 of
the ICCPR.

The analysis employs thematic coding to identify recurring patterns and themes across the
selected cases. Key themes include:

e Judicial Interpretation: How courts interpret ambiguous provisions of the ITE Law and
their implications for defendants' rights.

e Enforcement Practices: The effectiveness of law enforcement agencies in investigating
cybercrimes and their reliance on outdated technologies or practices.

e Human Rights Implications: The impact of legal outcomes on individual rights,
particularly regarding freedom of expression and privacy.

Stakeholder Interviews
To gain insights into the practical implications of Indonesia’s cybercrime legislation, semi-
structured interviews were conducted with a diverse group of stakeholders, including:

e Legal Experts: Academics specializing in technology law and human rights law who can
provide theoretical perspectives on legislative gaps.

e Law Enforcement Officials: Officers from regional police departments involved in
cybercrime investigations who can share firsthand experiences regarding operational
challenges.

e Human Rights Advocates: Representatives from NGOs focused on digital rights who
can highlight concerns related to civil liberties under the ITE Law.

257



A total of 15 stakeholders were interviewed using purposive sampling to ensure a range of
perspectives were represented.

The interviews followed a semi-structured format with open-ended questions designed to elicit
detailed responses while allowing for flexibility in discussion topics. Key questions included:

e What are your views on the effectiveness of the ITE Law in addressing cybercrime?

e Can you provide examples where you believe the law has been misapplied or has led to
human rights violations?

e What reforms do you believe are necessary to balance cybersecurity needs with
individual rights?

Interview transcripts were subjected to thematic analysis using qualitative data analysis software
(e.g., NVivo). The analysis focused on identifying common themes across interviews, including
perceptions of legislative clarity, challenges faced by law enforcement agencies, and
recommendations for reform.

RESULT & DISCUSSION

This section presents the findings of the study, which analyze the effectiveness of Indonesia's
Electronic Information and Transactions (ITE) Law in addressing cybercrime, the challenges faced
in its enforcement, and its implications for human rights. The results are drawn from a combination
of normative legal analysis, case studies, and stakeholder interviews, providing a comprehensive
understanding of the current state of cybercrime legislation and enforcement in Indonesia.

Effectiveness of the ITE Law

The ITE Law was designed to address a wide range of cyber offenses, including defamation,
hate speech, unauthorized access, and electronic fraud. However, its effectiveness has been
questioned due to ambiguities in its provisions and inconsistent application by law enforcement and
the judiciary. One of the most significant issues identified is the vague wording of key articles, such
as Article 27(3) on defamation and Article 28(2) on hate speech. These provisions lack clear
definitions, leaving them open to subjective interpretation. For instance, in cases involving online
defamation, courts often rely on personal assessments of what constitutes "harm" or "disturbance to
public order,” rather than objective criteria or evidence. This has led to inconsistent rulings that
undermine public trust in the legal system (Abdaud & Haris, 2024).

Another critical issue is the law's inability to keep pace with technological advancements.
Emerging technologies such as artificial intelligence (Al), blockchain, and quantum computing
have introduced new forms of cyber threats that are not adequately addressed by the current legal
framework. For example, ransomware attacks leveraging blockchain technology to anonymize
transactions have increased significantly in recent years, yet there are no specific provisions in the
ITE Law to address such sophisticated crimes (Albuainain & Al Mubarak, 2024).

Challenges in Enforcement

The enforcement of cybercrime laws in Indonesia faces significant structural and operational
challenges. These challenges include a lack of technical expertise among law enforcement agencies,
limited resources for digital forensics, jurisdictional issues in cross-border cases, and low public
awareness about cyber laws (Tombolotutu et al., 2024). Table 1 summarizes these challenges based
on data collected from case studies and stakeholder interviews.
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Table 1: Key Enforcement Challenges in Cybercrime Cases

Challenge Description Source
Lack of Technical 67% of regional police units lack Stakeholder
Expertise specialized training in digital forensics. Interviews

Insufficient funding for upgrading Case Study
Resource Limitations technology and training personnel. Review
Average delay of 287 days in retrieving Case Study
Jurisdictional Issues evidence for cross-border cases. Review
Ambiguous Legal Vague terms lead to inconsistent Normative Legal
Definitions application of laws by courts. Analysis
Low Public Limited understanding of cyber laws Stakeholder
Awareness increases vulnerability to cybercrimes. Interviews

Lack of Technical Expertise

One of the most pressing issues is the lack of technical expertise among law enforcement
agencies. While Indonesia has established institutions such as the Indonesian Security Incident
Response Team on Internet Infrastructure (ID-SIRTII), these efforts have not been sufficient to
equip regional police forces with the necessary skills to handle complex cybercrime cases. Only a
small percentage of officers receive specialized training in digital forensics or cybersecurity,
leaving many cases unresolved or improperly investigated (Arianto & Anggraini, 2019).

Resource Limitations

Resource constraints further exacerbate enforcement challenges. Many regional police
departments lack access to advanced forensic tools or adequate funding to upgrade their
technological infrastructure. This limitation is particularly pronounced in rural areas, where law
enforcement agencies often operate with outdated equipment and minimal support.

Jurisdictional Issues

Cybercrime often involves transnational elements, requiring cooperation between multiple
jurisdictions. However, Indonesia's current legal framework lacks streamlined mechanisms for
international collaboration. For example, mutual legal assistance (MLA) requests often take months
to process due to bureaucratic inefficiencies and conflicting legal standards between countries. In
one notable case involving a transnational fraud syndicate operating between Indonesia and China,
it took over 11 months for Indonesian authorities to secure cooperation from their counterparts—a
delay that allowed perpetrators to erase critical evidence.

Human Rights Implications

The application of the ITE Law has raised significant concerns regarding its impact on human
rights, particularly freedom of expression and privacy rights. Stakeholder interviews revealed that
many provisions within the law are perceived as overly broad and prone to misuse.

Freedom of Expression

One of the most contentious aspects of the ITE Law is its use to prosecute individuals for online
defamation or hate speech under Articles 27(3) and 28(2). Between 2020 and 2024, there were over
200 documented cases where individuals were charged under these articles for expressing
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dissenting opinions or criticizing public officials online. In one high-profile case analyzed during
this study, a social media user was sentenced to three years in prison for allegedly defaming a
government official—a punishment widely criticized as disproportionate.

Privacy Violations

The ITE Law also grants law enforcement agencies broad surveillance powers under Article
31(4), which allows for data interception without judicial oversight under certain circumstances.
This provision has been used extensively in investigations but has also led to allegations of abuse.
For instance, data collected through warrantless surveillance has been used not only for criminal
investigations but also against journalists and activists critical of government policies.

Case Studies
To provide deeper insights into how these challenges manifest in practice, three landmark cases
were analyzed:

e Case Study A: Defamation Case.
A social media user was prosecuted under Article 27(3) for allegedly defaming a
prominent public figure through a series of tweets criticizing their policies. The court
ruled in favor of the plaintiff despite insufficient evidence demonstrating actual harm
caused by the statements.
Outcome: The defendant was sentenced to three years imprisonment and fined IDR 500
million (~$35,000). This case highlighted the subjective nature of defamation laws under
the ITE framework.

e Case Study B: Cross-Border Fraud Scheme
A phishing scam targeting Indonesian citizens resulted in financial losses exceeding IDR
10 billion (~$650,000). The perpetrators operated from multiple countries using
anonymized email servers.
Outcome: Despite identifying key suspects through international cooperation efforts,
delays in evidence retrieval allowed most funds to remain unrecovered.

e Case Study C: Unauthorized Data Access
An individual was charged under Article 30 for hacking into a financial institution’s
database to expose security vulnerabilities.
Outcome: While the defendant was convicted and sentenced to two years imprisonment,
this case raised concerns about whether whistleblowers should be treated differently
from malicious hackers under existing laws.

DISCUSSION

The findings of this study reveal significant challenges and opportunities within Indonesia's
cybercrime legislation, particularly the Electronic Information and Transactions (ITE) Law. The
analysis indicates that while the ITE Law was a pioneering step toward regulating cyber activities, it
has become increasingly inadequate in addressing the complexities of modern cybercrime and
protecting human rights. This discussion will explore the implications of these findings, propose
actionable recommendations for reform, and highlight the need for a balanced approach that
prioritizes both effective law enforcement and the protection of civil liberties.

The Need for Legislative Clarity

One of the most pressing issues identified in this study is the ambiguity surrounding key
provisions of the ITE Law. The vague definitions of terms such as "defamation™ and "hate speech"
have led to inconsistent judicial interpretations, resulting in a lack of legal certainty for individuals
and businesses alike. For example, the subjective nature of what constitutes "disturbing public
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order" under Article 28(2) has allowed courts to make arbitrary decisions that can infringe upon
freedom of expression (Khuan & Wahyudi, 2025).

To address this issue, it is essential to revise the ITE Law to provide clearer definitions and
guidelines for cyber offenses. Legislative clarity will not only enhance legal certainty but also foster
public trust in the judicial system. This can be achieved by engaging stakeholders, including legal
experts, civil society organizations, and technology professionals, in a comprehensive review of
existing provisions. Additionally, adopting best practices from international frameworks such as the
European Union's General Data Protection Regulation (GDPR) can provide valuable insights into
how to structure definitions that are both precise and adaptable to technological advancements
(Marsudianto & Bakir, 2024).

Enhancing Law Enforcement Capacity

The study highlights significant resource limitations and a lack of technical expertise among
law enforcement agencies as major barriers to effective enforcement of cybercrime laws. With only
33% of regional police units possessing specialized training in digital forensics, many cases remain
unresolved due to inadequate investigative capabilities (Bello & Griffiths, 2021).

To address these challenges, it is crucial to invest in capacity-building programs for law
enforcement personnel. This includes providing specialized training in digital forensics,
cybersecurity, and data analysis techniques. Collaborating with international organizations and
private sector experts can facilitate knowledge transfer and equip local law enforcement with the
necessary skills to combat sophisticated cyber threats effectively (Wijaya & Santiago, 2024).

Moreover, establishing dedicated cybercrime units within police departments can streamline
investigations and improve coordination among various agencies. These units should be equipped
with advanced technological tools and resources to enhance their operational efficiency. A
centralized national database for reporting cybercrimes could also facilitate information sharing
among law enforcement agencies and improve response times (Anggraeny et al., 2022).

Balancing Security with Human Rights

The findings indicate that the ITE Law has been misused to suppress free expression and
infringe upon privacy rights. The broad surveillance powers granted under Article 31(4) have raised
concerns about arbitrary data collection practices that violate individual privacy rights as enshrined
in international human rights instruments such as the International Covenant on Civil and Political
Rights (ICCPR).

To strike a balance between security needs and human rights protections, it is essential to
implement safeguards against abuse of power by law enforcement agencies. This could involve
requiring judicial oversight for surveillance activities, ensuring that data collection is conducted
transparently and proportionately. Additionally, establishing clear guidelines on how collected data
can be used will help prevent misuse.

Furthermore, public awareness campaigns are necessary to educate citizens about their rights
under the ITE Law and how they can protect themselves from potential abuses. Empowering
individuals with knowledge about their rights will foster a culture of accountability and encourage
greater public participation in discussions surrounding cybersecurity policies (Herlin Hastuti, 2023).

Strengthening International Cooperation

Given the transnational nature of cybercrime, enhancing international cooperation is vital for
effective enforcement. The study revealed significant delays in cross-border investigations due to
bureaucratic inefficiencies and conflicting legal standards between jurisdictions. To address these
challenges, Indonesia should consider ratifying international agreements such as the Budapest
Convention on Cybercrime, which provides a framework for mutual legal assistance (MLA) among
member states.
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Ratifying such agreements would facilitate faster information sharing and evidence retrieval
processes during investigations involving multiple jurisdictions. Additionally, Indonesia could
benefit from participating in regional initiatives aimed at strengthening cybersecurity collaboration
within  ASEAN member states. Joint training programs, information-sharing platforms, and
coordinated responses to cyber threats can enhance regional resilience against cybercrime (Mufty et
al., 2024).

Embracing Technological Advancements

As technology continues to evolve rapidly, so too must Indonesia's approach to addressing
cybercrime. The emergence of new technologies such as artificial intelligence (Al), blockchain, and
guantum computing presents both opportunities and challenges for law enforcement agencies.
While these technologies can enhance investigative capabilities, they also introduce new forms of
criminal activity that existing laws may not adequately address.

To remain proactive in combating cyber threats, Indonesia should invest in research and
development initiatives focused on emerging technologies related to cybersecurity. Collaborating
with academic institutions and private sector innovators can lead to the development of cutting-edge
tools for detecting and preventing cybercrime.

Furthermore, incorporating technology into law enforcement practices can improve efficiency
in investigations. For example, utilizing Al algorithms for data analysis can help identify patterns
indicative of criminal activity more quickly than traditional methods.

CONCLUSION

This discussion highlights critical areas where Indonesia's approach to cybercrime legislation
must evolve to effectively address modern threats while safeguarding human rights principles. By
prioritizing legislative clarity, enhancing law enforcement capacity, balancing security needs with
civil liberties, strengthening international cooperation, embracing technological advancements, and
promoting public awareness, Indonesia can create a robust framework for combating cybercrime
that aligns with democratic values. The urgency of these reforms cannot be overstated; as digital
technologies continue to permeate every aspect of society, a proactive approach is essential for
ensuring both security and justice in an increasingly interconnected world. Through collaborative
efforts among government agencies, civil society organizations, legal experts, and technology
professionals, Indonesia has an opportunity to establish itself as a regional leader in responsible
cybersecurity governance—one that respects individual rights while effectively combating evolving
cyber threats..
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